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The Art of Invisibility: The World's Most Famous Hacker Teaches You How to Be 
Safe in the Age of Big Brother and Big Data 
Kevin Mitnick 
  
The Art of Software Security Assessment: Identifying and Preventing Software 
Vulnerabilities 
John McDonald, Justin Schuh, and Mark Dowd 
  
The CERT Guide to Insider Threat: How to Prevent, Detect, and Respond to 
Information Technology Crimes 
Dawn Cappelli, Andrew Moore, and Randall Trzeciak 
  
The Code Book: The Science of Secrecy from Ancient Egypt to Quantum 
Cryptography 
Simon Singh 
  
Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital 
Weapon 
Kim Zetter 
  
The Cuckoo's Egg: Tracking a Spy Through the Maze of Computer Espionage 
Cliff Stoll 
  
Cult of the Dead Cow: How the Original Hacking Supergroup Might Just Save the 
World 
Joseph Menn 
  
The Cyber Effect: A Pioneering Cyberpsychologist Explains How Human 
Behavior Changes 
Mary Aiken 
  
Cyber Wars: The Battle for Your Data 
Greg Jameson 
  
Cybersecurity and Cyberwar: What Everyone Needs to Know 
P.W. Singer 
  
Cyberwar: The Next Threat to National Security and What to Do About It 
Richard A. Clarke 
  
Dark Territory: The Secret History of Cyber War 
Fred Kaplan 
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Ghost In the Wires: My Adventures as the World’s Most Wanted Hacker 
Kevin Mitnick  
 
The Hacker and the State: Cyber Attacks and the New Normal of Geopolitics 
Ben Buchanan 
 
Hacking Exposed 7: Network Security Secrets and Solutions (Hacking Exposed) 
Stuart McClure, Joel Scambray, and George Kurtz 
 
Hacking: The Art of Exploitation: The Art of Exploitation 
Jon Erickson 
 
The Perfect Weapon: War, Sabotage, and Fear in the Cyber Age 
David E. Sanger 
 
Practical Malware Analysis: The Hands-On Guide to Dissecting Malicious 
Software 
Michael Sikorski and Andrew Honig 
 
The Rise of Politically Motivated Cyber Attacks: Actors, Attacks and 
Cybersecurity 
Tine Munk 
 
Sandworm: A New Era of Cyberwar and the Hunt for the Kremlin's Most 
Dangerous Hackers 
Andy Greenberg 
 
Social Engineering: The Science of Human Hacking 
Christopher Hadnagy 
 
The U.S. Cybersecurity and Intelligence Analysis Challenges 
John Michael Weaver 
 
The Web Application Hacker’s Handbook: Finding and Exploiting Security Flaws 
Dafydd Stuttard and Marcus Pinto 
 
Threat Modeling: Designing for Security 
Adam Shostack 


