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Israel-Hamas war Misinformation/Disinformation
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CCoE G-2, Threat Branch

Sources: A flood of misinformation shapes views of Israel-Gaza conflict (The Washington Post)
         Striking deals to end campus protests, some colleges invite discussion of their investments (AP News)

Parsing disinformation in the Israel-Hamas conflict (Brookings)
Top 10 open-source intelligence platforms for amateur spies (Cyber Magazine)

Misinformation about the latest Israel-Hamas 
war is thriving on social media platforms, 
where misrepresented video footage, 
mistranslations and outright falsehoods often 
crowd out real reporting from the conflict.

Misinformation and Disinformation about the Israel-Hamas war is thriving on social media platforms where misrepresented video footage, 
mistranslations, and outright falsehoods often replace real reporting from the conflict. Student protests over the Israel-Hamas war have 
popped up at many college campuses. The students are protesting the war’s death toll and are calling for universities to separate themselves 
from any companies that are advancing Israel’s military efforts in Gaza. 

Social media is incentivizing viral content by 
monetizing page views. Recent research has 
found this is responsible for spreading 
upwards of 70% of the misleading claims, thus 
making it profitable to spread viral content.

OSINT comes with some sort of 
level of credibility. Individuals are 
capitalizing on the space and using 
it to spread content that may or 
may not be true, that may or may 
not have gone through a clear 
vetting process.

Over 2,400 arrests on 46 campuses 
nationwide

College students use social media more than 
millennials, averaging about 4.5 hours per day 
compared to millennials' 3.5 hours. According to a 
2021 survey, 84% of adults aged 18–29 report 
using social media, with 76% using Instagram, 75% 
using Snapchat, and 55% using TikTok.

Cydni Elledge The New York Times
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Top Commercial OSINT Platforms
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In Cyber News

https://www.washingtonpost.com/technology/2023/10/14/propaganda-misinformation-israel-hamas-war-social-media/
https://apnews.com/article/israel-palestinian-campus-student-protests-war-df5f7cf1547a3ca8fb959b992d6ebe1b
https://www.brookings.edu/articles/parsing-disinformation-in-the-israel-hamas-conflict/
https://cybermagazine.com/top10/The-Top-10-open-source-intelligence-platforms-for-amateur-spies
https://www.thequint.com/news/webqoof/child-looking-explosion-ai-generated-image-viral-fact-check
https://incyber.org/en/article/osint-tips-for-keeping-ourselves-safe-online/
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