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Man-in-the-Middle (MitM) Attack

(U) This infographic provides an overview of Man-in-the-Middle (MitM) Attacks. In a MitM attack, an attacker secretly intercepts and manipulates
communications between two parties, whether a user and an application or trusted system. As the U.S. military conducts operations along the U.S.-Mexico border,
soldiers and government personnel risk exposing their mobile devices to foreign networks, making them more vulnerable to unauthorized access and espionage.

Therefore, safeguarding their communications is essential for maintaining security and operational integrity.

Techniques:
* Phishing
+ Malware
* ARP spoofing
* DHCP spoofing

Consequences of MitM Attacks:

 Data Theft

Types:

Eavesdropping Attack

Warning of potential MitM attack

at US/Mexico Border
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Cybercrime Prevention Flyer
U.S. - Mexico Border Operations: Cell Tower OPSEC

SoMdlers and govemment personnel aselgned o ULS. and Mexico borger operations

face the msk of thedr govermnment and non-govemment mobie devices connecting to ¥
call towers, NEWoIKs, Jcross an Intemational border. This nsk Inharently Increases he 3

vulnerabdlity io soldiers, govemment personnel, and thelr moblle devices from the B8

threat of maliclous, eriminal, and forelgn govemment actors (ntending o gain

UnauUorzed accass o devices, conouct survellance, or conduct Infuence operations.

* Financial Loss
* Reputation Damage
« System Compromise

Whnille U.S. telecommunication companies do maintaln and operate call fowers In Mexigo, It s

possible 3 moolie device used In the U.S. could connect with 3 Mexican telecommanication

L company's tower or the tower of 3 Nefaroes acior operating an Intemational modlle sUDSCTber

oentity (IMS1) cateher, rogue cell tower, mimicking a legiimate cell iower. Whaiher 3 legiimate

3 Mexican telecommunicaTon tower of 3 rogue fower operating as a man-in-the-middie, a treat

E.
s

actor could Imtencept and capture data, calls, and texts, conguct survelllance by tracking location
rformation, collect 3 davice's IMSI number, collect phone numbers, monitor calls, disiribuie
malwars 1o a gevice, and podentially steal s2nsitive Information.

To mitigate risks posed by cell towers In Mexizo, soldiers and govemment personnel assigned to border operations
shoukd:

s Use 3 vinual pavate network (VPN to encrypt Intemet ramic and mask the IP address used Dy the moblie
devica, making it more difficul? to Intercep! communication or track location.

= Consider using secure messaging applcations to encrypt communication o protect conversations.
= Limit ransmitting sensiive, confidential, inancial, or personal communication via wnencrypied mathods.
= AvDId using public WHFI networks a6 they are often less sacure and exposa commaunication to intarceplion.

Prevention Strategies: DNS spoofing

« Use Encryption o). o
 Verify Certificates

3 &
%, 5 = AvDid answenng calls and rasponding to t2xis from unknoan phone NUmbers.
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i EI I lploy TWO'FaCtor Authentlcatlon %"'«o = o@"& + Disabie device data roaming and Intemational reaming. Call phones and other moblle deviees do nat
P (o recognize International borders and will sslect the tower providing the best slgnal, even I IFs not the nearest

%, ™ S tower.
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ee p O Ware a e # + Disabie device location semicss. If device locabon S£Hngs MUst be fumed on, review the setings of each
,,,,,,,, Indlvidual appilcation and adjust the applcation permissions to the approprats lavel,
®heap

* |nstall Anti-Virus Software .
SSL Stripping

Click on underlined text or image for definition

Click Image for larger version

MitM attacks are a significant threat in the digital world. By understanding how they function and taking effective precautions, you can greatly reduce your risk of
falling victim to these digital eavesdroppers.
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https://www.strongdm.com/blog/man-in-the-middle-attack
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https://doubleoctopus.com/security-wiki/threats-and-tools/https-spoofing/
https://doubleoctopus.com/security-wiki/threats-and-tools/https-spoofing/
https://www.beyondencryption.com/blog/what-is-email-interception
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https://doubleoctopus.com/security-wiki/threats-and-tools/dns-spoofing/
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